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Abstract 

Medical records are simply a history of health services and illnesses faced by patients. The use of 

electronic medical records is predicted to be the most effective method of reducing errors, improving 

the quality of health services, and reducing costs. With the recommendation for the use of electronic 

medical records, many health service providers are implementing electronic medical records in an 

effort to improve service quality, increase patient satisfaction, and reduce medical errors. In Minister 

of Health Regulation no. 269 of 2008 Chapter II article 2 states that: (1) Medical records must be 

made in writing, complete and clear or electronically. (2) The administration of medical records 

using electronic information technology is further regulated by separate regulations. Before the 

issuance of Regulation of the Minister of Health of the Republic of Indonesia Number 24 of 2022 

concerning Medical Records. The problem arises that to create an electronic medical record system, 

hospitals must entrust people or institutions who are competent to create a medical record system 

that can be accessed electronically. What about the confidentiality of the medical record history 

contained in it, can the third-party company access the electronic medical record system easily? 

Using normative juridical research methods, the author explores and learns from various sources 

the rules regarding the legal responsibilities of third parties and hospitals regarding the 

implementation of Electronic Medical Redord. The conclusion from this research is that in fact third 

parties are free from legal responsibility if later problems arise such as system leaks from the system 

that has been built. Please note that the warranty or maintenance period has passed, and the third 

party's connection cannot be proven. 
 

Keywords: responsibility, electronic medical records, third parties. 

 

INTRODUCTION 

The flow of globalization has been unstoppable in entering Indonesia, technological 

developments have become increasingly sophisticated, the world is now entering the era of 

industrial revolution 4.0 which emphasizes digital economy patterns, artificial intelligence, 

big data and so on or what is called the phenomenon of disruptive innovation, this 

development of course extends to all sectors of life, including the health sector. 

The world of health (medical) is an information intensive field, every day it produces 

data and information from the results of patient health service transactions. To balance the 

flow of information, a health service facility from primary to advanced level must have 

information and communication technology to support its management activities. All 

information relating to patient service transactions, starting from history taking, physical 

examination, support, diagnosis, procedures and other services must be recorded completely 

and clearly in a patient's medical record. 

It is not surprising that medical records are now the spearhead in a health service 

facility. The process of recording, processing, storing data and information must also be 

accessible quickly. Electronic medical records are a big challenge in the application of 
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information and communication technology in health service facilities. According to Johan 

Harlan, the role of electronic medical records includes: 

1. Patient data integration 

Electronic medical records can be used as a repository (data warehouse) for several 

components or parts in a health service facility. 

2. As clinical decision support 

Electronic medical records can be used as a rule engine, which can be used to 

support clinical decisions such as warning systems, clinical protocols and so on. 

3. As an integrated communication tool 

An electronic medical record will produce aggregate data that can be analyzed to 

support decision making. This data can be communicated in the form of text, images, 

sound and others. 

4. As access to sources of knowledge 

Electronic medical records can be used as access to developments in medical 

science. 

5. Entering clinician orders 

Electronic medical records can be used as a data capture tool and have the ability 

to access data and process data through aggregate data. From the discussion in the article 

above, we know that electronic medical records are a requirement for every health service 

facility to improve service quality. As for the key to successful implementation, EMR 

cannot be separated from the government's role in preparing standards and regulations 

regarding the use of EMR in health services. 

The use of electronic medical records is recommended as a method to reduce errors, 

improve the quality of health services, and reduce costs. With the recommendation for the 

use of electronic medical records, many health service providers are implementing electronic 

medical records in an effort to improve service quality, increase patient satisfaction, and 

reduce medical errors. However, until now there are no government regulations that 

specifically regulate the administration of electronic medical records. 

In Minister of Health Regulation no. 269 of 2008 Chapter II article 2 states that: (1) 

Medical records must be made in writing, complete and clear or electronically. (2) The 

administration of medical records using electronic information technology is further 

regulated by separate regulations. 

Paragraph (1) indicates that medical records can and may be made electronically. 

However, referring to paragraph (2), until now there are still no further regulations that 

specifically discuss the administration of medical records using information technology. 

The regulations that can be referred to currently governing electronic transactions in 

general are Law no. 11 of 2008 concerning Information and Electronic Transactions which 

we know as the ITE Law. 

In the ITE Law, it is stated that there are the terms "electronic signature", "electronic 

certificate", and "electronic certification provider". Electronic signatures are attached to 

electronic certificates issued by electronic certification providers. The detailed contents of 

the law are: 
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Electronic Signature is a signature consisting of Electronic Information that is 

attached, associated or related to other Electronic Information that is used as a 

verification and authentication tool. 

An electronic Certificate is an electronic certificate containing an Electronic 

Signature and identity indicating the legal subject status of the parties in an Electronic 

Transaction issued by an Electronic Certification Organizer. 

Electronic Certification Provider is a legal entity that functions as a party 

worthy of trust, which provides and audits Electronic Certificates. 

Next, it is explained that "Business actors who offer products through Electronic 

Systems must provide complete and correct information regarding contract terms, 

manufacturers and the products offered." Article 9 of Law Number 11 of 2008 explains that 

writing patient information including related matters in medical records must be appropriate, 

so complete data is very necessary. Legal protection for patient data regarding privacy, 

confidentiality and security of patient information in general still does not have a clear legal 

umbrella. 

In Indonesia, the regulation of electronic medical records has not been specifically 

regulated (before the issuance of Regulation of the Minister of Health of the Republic of 

Indonesia Number 24 of 2022 concerning Medical Records) but in practice in the field there 

are already several hospitals that implement electronic medical records, so what is the power 

of electronic medical records for medical equipment? evidence in court when a medical 

dispute occurs. What are the legal regulations for administering electronic medical records 

in hospitals, what are the rights and obligations of third parties and hospitals in administering 

electronic medical records, what are the legal responsibilities of third parties and hospitals 

regarding the administration of electronic medical records. Some of the problems above are 

the focus of the author's research. 

 

METHOD 

This research is normative juridical research, namely research that reveals a problem, 

situation or event by providing a comprehensive, broad and in-depth assessment from the 

perspective of legal science, namely by examining legal principles, legal rules and legal 

systematics. 

In collecting data, document study was used, namely by studying secondary materials, 

in the form of legislation, other regulations, court decisions regarding health cases as well as 

books, papers and journals related to what was studied. The data obtained is then analyzed 

qualitatively, namely a data analysis method that is not based on numbers or statistics, so 

that the data obtained in library research is then presented in logical sentences to obtain a 

description of the Legal Responsibility of Third Parties and Hospitals. Implementation of 

Electronic Medical Records. 
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RESULTS AND DISCUSSION 

Regulation of Electronic Medical Records in Regulation of the Minister of Health of 

the Republic of Indonesia Number 24 of 2022 concerning Medical Records. 

That since the birth of Regulation of the Minister of Health of the Republic of 

Indonesia Number 24 of 2022 concerning Medical Records, it is hoped that health services 

in this country will improve, which has replaced Minister of Health Regulation No. 269 of 

2008 which is considered outdated and not updated. In particular, Regulation of the Minister 

of Health of the Republic of Indonesia Number 24 of 2022 concerning Medical Records adds 

3 points from the old Minister of Health Regulation on electronic medical record systems, 

activities for administering electronic medical records, security and protection of electronic 

medical record data. 

 

Article 18 Minister of Health Regulation No. 24 of 2022: 

(1). Processing of Electronic Medical Record information as intended in Article 13 

paragraph (1) letter d consists of: 

a. coding; 

b. reporting; And 

c. analysis. 

(2). Coding as referred to in paragraph (1) letter a is the activity of assigning clinical 

classification codes in accordance with the latest international classification of diseases 

and medical procedures/International Statistical Classification of Disease and Related 

Health Problems, in accordance with the provisions of statutory regulations. 

(3). Reporting as intended in paragraph (1) letter b consists of: 

a. internal reporting of Health Service Facilities; And 

b. external reporting from Health Service Facilities to the health department, Ministry 

of Health, and related stakeholders. 

(4). The analysis as intended in paragraph (1) letter c is carried out on Electronic Medical 

Record data quantitatively and qualitatively. 

(5). In addition to processing Electronic Medical Record information as intended in 

paragraph (1), Health Service Facilities which for certain reasons cannot maintain 

Electronic Medical Records must carry out indexing. 

(6). Indexing as referred to in paragraph (5) is a data grouping activity at least in the form 

of an index: 

a. patient's name; 

b. address; 

c. the type of disease; 

d. operation action; And 

e. death. 
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Legal Responsibilities of Third Parties and Hospitals Regarding the Implementation of 

Electronic Medical Records 

Medical records are an activity that is required in the provision of health services as 

regulated in statutory regulations which are the legal basis for implementing medical record 

activities. The legal basis for implementing electronic medical records is in addition to the 

statutory regulations governing medical records, more specifically regulated in Minister of 

Health Regulation No. 269 of 2008 concerning Medical Records article 2: (1) Medical 

records must be made in complete, clear writing or electronically, (2) The administration of 

medical records using electronic information technology is further regulated by separate 

regulations. According to statutory regulations, medical records must be kept and kept 

confidential because the data contained in the medical record belongs to the patient, this 

obligation is the responsibility of the doctor or dentist and the head of the health service 

facility. 

The use of computers as a means of creating and sending medical information is an 

effort that can speed up and extend the movement of medical information for the sake of 

accurate medical procedures. However, on the other hand, it can create new problems in the 

field of patient confidentiality and privacy. If a patient's medical data falls into inappropriate 

hands, it will cause legal problems, and responsibility must be borne by the doctor or the 

hospital. For this reason, the standards for implementing and storing medical records that 

currently apply to paper files must also be applied to digital/electronic files. Generally, 

computerization does not make medical records paperless but only paperless. Some data 

such as identity data, informed consent, consultation results, radiology and imaging results 

must remain in paper form (print out). The Council of World Medical Associations in the 

field of ethics and law issued provisions in this field in 1994, some important guidelines are: 

1) Medical information is only entered into the computer by authorized personnel. 

2) Patient data must be closely guarded. Each particular personnel can only access certain 

data that is appropriate using a certain level of security. 

3) No information can be disclosed without the patient's permission. Distribution of medical 

information should be limited to authorized persons only. These people are also not 

permitted to transfer this information to other people. 

4) Data that exceeds the storage time limit can be deleted after notifying the doctor and the 

patient (or their heirs). 

5) Online terminals can only be used by authorized people. 

In article 6 of Minister of Health Regulation no. 269/2008, regulates the responsibility 

of doctors and dentists and/or certain health workers for medical records that have been 

carried out. Minister of Health Regulation No. 269/2008 also regulates ownership of media 

records in medical services or health services as regulated in article 12, namely: 

(1)  The medical record file belongs entirely to the health service facility. 

(2)  The contents of the medical record belong to the patient. 

(3)  Contents of the medical record as intended in paragraph (2) in the form of a summary 

of the medical record. 
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(4)  The summary of medical records as intended in paragraph (3) can be provided, 

recorded, or copied by the patient or person authorized to do so or with the written 

consent of the patient or patient's family who is entitled to do so. 

Medical records are confidential where doctors or hospitals or other health service 

personnel have an obligation to keep all medical record documents confidential as regulated 

in article 48 paragraphs 1 and 2 of Law no. 29/2004 namely: 

(1) Every doctor or dentist in carrying out medical practice is obliged to keep medical 

secrets. 

(2) Medical secrets can be disclosed only in the interests of the patient's health, to fulfill the 

request of law enforcement officials in the context of law enforcement, the patient's own 

request, or based on statutory provisions. 

Apart from that, the confidentiality of medical records is also regulated in Article 

322 paragraphs 1 and 2 of the Criminal Code (KUHP): 

(1) Any person who deliberately discloses a secret which, according to his position or 

occupation, whether current or previous, he is obliged to keep, shall be punished by 

imprisonment for a term of nine months or a fine of up to Rp. 9,000. 

(2) If this crime is committed against a specified person then the act is only prosecuted 

based on that person's confession. 

In article 57 paragraphs 1 and 2 of Law Number 36 of 2009 concerning Health: 

(1) Every person has the right to keep their personal health conditions confidential which 

have been disclosed to health service providers. 

(2) Provisions regarding the right to confidentiality of personal health conditionsas 

intended in paragraph (1) does not apply in the case of: 

a) statutory orders; 

b) court order; 

c) relevant permits; 

d) community interests; or 

e) that person's interests. 

The purpose of confidentiality of medical record documents is also to provide 

protection not only from the administrative aspect, the medical aspect but most importantly 

from the legal aspect, namely related to the position of media records as evidence in 

accordance with the provisions of KUHAP article 184 paragraph 1 letter c that letters are 

valid evidence. in criminal cases and in article 164 HIR which states that records can be used 

as written evidence in civil cases. Meanwhile, the medical aspect in it is used to measure 

media actions carried out by doctors that are in accordance with the Medical Professional 

Standards (SPM) because if the contents of the medical record are different from the medical 

actions carried out by the doctor it will have a negative impact on the patient's health, so it 

can be expected there has been a violation (malpractice) and legal action can be taken, either 

civil (related to the victim's material loss due to the doctor's error in carrying out the medical 

procedure), criminal (there is a criminal element of intent or unintentional action in the 

medical procedure so that the victim experiences a serious condition) , as well as 
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administration (related to the medical profession so that it can be reported to the medical 

ethics commission).  

Nowadays, the use of electronic medical records can provide great benefits for health 

services such as basic and referral (hospital) service facilities. One of the benefits of using 

electronic medical records is increasing the availability of electronic patient records in 

hospitals. This is also beneficial for patients because it increases efficiency in the health care 

process. 

Apart from that, for administrative staff, the use of electronic medical records can 

make it easier to retrieve patient information. So that health workers can easily access patient 

information. Doctors and health workers also benefit from providing health services due to 

the ease of accessing patient information which ultimately helps in making clinical decisions 

such as making a diagnosis, administering therapy, avoiding allergic reactions and 

duplication of medication. 

From an efficiency aspect, the use of electronic medical records has the impact of 

reducing operational costs and increasing income in health service facilities, especially 

hospitals. Electronic medical records also make it easier for doctors and health services to 

access patient data in reading the patient's health history without having to manually check 

the files one by one, making it easier for patients to change doctors or hospitals. 

This research was carried out before the issuance of Minister of Health Regulation No. 

24 of 2022 last August. For this reason, in the author's opinion, it would be a bit confusing 

and not on target if the author did not include the latest Minister of Health Regulation 

regarding medical records, even though the author started this research long before this 

Health Regulation appeared. 

In Article 21: 

Electronic Medical Records stored by Health Service Facilities must be 

connected/interoperable with the interoperability and health data integration service 

platform managed by the Ministry of Health. 

Article 22: 

(1). In the event that there are limited resources at the Health Service Facility, the storage 

of Electronic Medical Records as intended in Article 20 can be carried out in 

collaboration with an Electronic System Operator that has domestic data storage 

facilities. 

(2). Electronic System Operators as referred to in paragraph (1) must obtain 

recommendations from the work unit responsible for data and information management 

in the Ministry of Health. 

(3). Electronic System Operators as referred to in paragraph (1) are prohibited from 

opening, taking, manipulating, destroying, utilizing data and other things that are 

detrimental to Health Service Facilities. 

(4). The prohibition provisions as intended in paragraph (3) are stated in the form of an 

integrity pact or NonDisclosure Agreement which is attached when entering into a 

cooperation agreement with a Health Service Facility. 
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(5). Health Service Facilities that collaborate with Electronic System Operators that have 

domestic data storage facilities as intended in paragraph (1) must obtain unlimited 

access to the Electronic Medical Record data stored. 

Part Four Security and Data Protection Article 29 

(1). Electronic Medical Records must comply with data and information security principles, 

including: a. confidentiality; b. integrity; and c. availability. 

(2). Confidentiality as referred to in paragraph (1) letter a is a guarantee of the security of 

data and information from interference by internal and external parties who do not have 

access rights, so that the use and distribution of data and information contained in 

Electronic Medical Records is protected. 

(3). Integrity as referred to in paragraph (1) letter b is a guarantee of the accuracy of the 

data and information contained in the Electronic Medical Record, and changes to the 

data may only be made by people who are given access rights to make changes. 

(4). Availability as intended in paragraph (1) letter c is a guarantee that the data and 

information contained in the Electronic Medical Record can be accessed and used by 

people who have access rights determined by the head of the Health Service Facility. 

Article 30 

(1). In the context of security and protection of Electronic Medical Record data, the 

leadership of the Health Service Facility grants access rights to Health Workers and/or 

other personnel at the Health Service Facility. 

(2). Granting access rights as intended in paragraph (1) becomes part of the standard 

operational procedure policy for the implementation of Electronic Medical Records 

which is determined by the head of the Health Service Facility. 

(3). The access right as intended in paragraph (1) consists of the right to: 

a. data input; 

b. data improvement; And 

c. view data. 

(4). Data input as referred to in paragraph (3) letter a is an activity to fill in administrative 

data and patient clinical data, which is carried out by Health Workers providing health 

services and administrative officers including Medical Recorders and Health 

Information in accordance with the authority of their respective fields. 

(5). Data correction as referred to in paragraph (3) letter b is carried out if an error occurs 

in inputting administrative data and patient clinical data. 

(6). Correction of data as intended in paragraph (5) can only be carried out by Health 

Workers providing health services and administrative officers including Medical 

Recorders and Health Information with a maximum time limit of 2x24 hours from the 

time the data is input. 

(7). In the event that administrative data errors are found to exceed the deadline as intended 

in paragraph (6), data corrections are carried out after obtaining approval from the 

Medical and Health Information Recorder and/or the head of the Health Service 

Facility. 
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(8). Viewing the data as intended in paragraph (3) letter c is an activity carried out by 

internal staff at the Health Service Facility to obtain information related to data in the 

Electronic Medical Record for service or administration purposes. 

(9). The access rights as intended in paragraph (1) are regulated in the policy of the 

leadership of the Health Service Facility by taking into account the principles of data 

and information security as intended in Article 29. 

 

CLOSING 

Currently, Indonesia does not have a law that specifically regulates electronic medical 

records. Therefore, violations of the protection of personal data in electronic medical records 

can refer to one part of personal rights (privacy rights) as regulated in the explanation of 

article 26 paragraph (1) of the ITE Law. In this case, the patient has the right to object to his 

medical records being entered online and the health service must be willing to delete them 

based on a court order as written in the preamble to the ITE Law. If this right is violated, the 

patient concerned can file a lawsuit for losses incurred according to law because in the use 

of Information Technology, the protection of personal data is one part of personal rights 

(privacy rights) as regulated in the explanation of article 26 paragraph (1) of the Law. ITE. 

Every person's knowledge of the secret of their personal health condition is regulated in Law 

Number 36 of 2009 concerning Health, article 57 paragraphs 1 and 2. 

That there are two definitions of third parties here, firstly, the third party, as the one 

responsible for building the electronic medical record system, cannot be sued or escape legal 

entanglement if the agreement states that after the guarantee or maintenance period, the third 

party is free from system errors or leaks. On the other hand, if a third party is assigned by 

the hospital as the manager, not just the one who creates the system, then it could be that the 

third party is most responsible. Both third parties as data bank or hosting providers, this has 

been stated clearly in article 22 paragraph 3 concerning access rights, are prohibited from 

disclosing this data. Of course, if this is violated there will be consequences. 
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